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INTRODUCTION

In the Post 9/11 world, protecting naval installations from any kind of physical threat has become an even more critical national security mission.  Constrained resources, unfunded force modernization and recapitalization, and the shortage of military manpower challenge the capability to provide adequately for Navy security manpower requirements. This paper will outline what factors need to be considered along with possible solutions. Essentially, are there other cost effective solutions that would provide the necessary protection while allowing the Navy redistribute military personnel to other missions at the ”Tip of the Spear”?

ENVIRONMENT

Force Protection, with its expanded physical security mission requirements, represents a significant drain on manpower resources.  For example, there are over 14,700 military, Department of Defense (DoD) Government Service (GS) and contractor personnel providing the human element of Navy Installation physical security worldwide.  The Navy has expanded its military security force billets from 4,482 in FY 2001 to an expected steady state of 10,367 by the end of FY 2004 making it the third largest community in the Navy. 

While 10 US Code 2465 prohibits “contracts for performance of firefighting or security guard functions”, a grandfather clause allows commands with pre-existing contracts in place prior to the legislation to continue this practice (pre 24 Sep 83).  Public Law (PL) 107-56 allows contracting to local and state governments during Operation Enduring Freedom (OEF) plus 6 months thereafter, and PL 107-314 further expands the exemptions to include contracting above the pre-9/11 baseline which expires at the end of 2007. This is the authority which allows installations such as the Naval Supply Corps School in Athens, Georgia to contract with a commercial security firm.
SCOPE

For the purposes of this discussion, we have made several assumptions:

· Current legislation will be changed to allow the use of contractors for certain functions or will continue to be waived

· Future BRAC decisions are unknown as are their impact on manpower requirements and are therefore excluded

· This paper addresses only Continental United States (CONUS) requirements

·  The impact of technology on manpower requirements is unknown. 

FACTORS TO BE CONSIDERED

· Cost, Reliability, Availability, Legislative Requirements

· Can numbers of military billets slated for base security needs be reduced so they can be re-applied to other requirements?

· Can we save scarce fiscal resources and maintain Force Protection capability?

· How to best support the regional and installation commanders’ force protection capability and ability to respond to changing threat conditions?

· Surge, night differential, over-time etc a budgetary issue with GS and contractor work forces - not an issue with active duty / reserve forces

PROPOSALS


Many options were explored and several of these are discussed below, along with some of the issues and additional risk factors that would need further consideration.

· Increase in Military Personnel.  

· Unlikely in light of end-strength caps and current drawdown

· Would require raising current active duty end-strength levels or decreasing other communities to maintain zero sum

· Increase in use of Civil Service (GS) resources.  

· Could be subject to future A76 scrutiny 

· Challenge to attract, train, and retain qualified applicants and the ability to obtain the necessary security and weapons clearances

· Surge capability, night differential pay and over-time pay strain the budget

· Could require activation of Auxiliary Security Forces and/or reservists to supplement security forces in response to increases in threat condition

· Anticipate more stable workforce than contractors would provide

· Contractor provided services
· Challenge to attract, train, and retain qualified applicants and the ability to obtain the necessary security and weapons clearances

· Surge capability, night differential pay and over-time pay strain the budget 

· Could require activation of Auxiliary Security Forces and/or reservists to supplement security forces in response to increases in threat condition

· Difficulty of developing adequate contract language

· Will be opposed by federal unions

· Impact to active duty security community sea/shore rotation 

· Historically high turnover rate and the potential strain on the contractor to replace them

· Reservists  

· Since 9/11 reserve forces have been increasingly used to support ongoing operations and their availability is limited 

· Reserves now being planned into deployment cycles as the active force draws down

· ROTC/USNA
·  Use upper classmen for security details when not in full time student status

· Requires adjustments to academic calendars on an almost universal scale to allow continued coverage for sustained periods of time

· Requires a significant amount of training to be conducted due to the necessary duty rotations

· Military Retirees

· Use retirees as augmentation force in low threat / risk areas
· Potential use as “free labor”
Long Term Future Options

· 2 year ‘civic duty’ requirement  

· Create a new requirement for qualified US citizens to fulfill a two year civic duty requirement of performing mandatory service, whether it be in the military, health care arena, social-work sector, or other public works

· Joint Security Command
· Create a new command that is responsible for providing physical security forces throughout DoD (similar to Transportation Security Administration which could include active duty, reserves, GS and/or contractor personnel).  This force could ensure continuity of force protection policy, uniform threat assessment and streamlined security communication across the Services

· Cooperative Agreement with civil authorities

· Posse Comitatus issues may require legislative changes

· Memorandums of Agreement for reimbursement need to be negotiated

RECOMMENDATION AND IMPLEMENTATION STRATEGIES


None of the proposals mentioned provides a “one size fits all” solution.  For the near term, it may be necessary to employ a combination of suggestions.   As an example, an installation may consider using unarmed contract personnel with armed over-watches to perform less complex tasks such as vehicle control and inspection at gates, visitor control, or routine perimeter patrol.  In doing so, it will be necessary to use a strategic approach that considers the following components:


· Manpower management

· Navy Security Forces community management, force structure management (MILPERS vs. GS vs. Contractors)

· Technology integration

· Intrusion detection, building construction standards, surveillance methods, detection methods and identification methods

· Policy management (Fiscal and Strategic)

· Standardized funding profiles

· Business improvement

· Standardization of policies, best business practices

· Operational Risk Management

· Balance costs benefits vs. acceptable risks

· Risk assessment by function/geographic area


· Vulnerability assessments and Threatcons by specific region

· Assessment of assets to be protected

· Strategic platforms

· Military housing

· Commissary and exchange facilities

· Administration and operations centers

· Test labs and Research and Development facilities

· Information Technology centers

· Early warning capability joined with DoD, Federal, State and Civil agencies

· Ability to effectively communicate and disseminate information to all base activities and local communities

· Consider alternate strategies to providing additional security forces as threat condition increases such as securing installation until threat condition lowers

· Improve intelligence and threat risk analysis to tailor installation security requirements

· Constant assessment of state-of-the-art technology advances (passive and active countermeasures) which could reduce manpower requirements


The longer term proposals are much broader in scope and will require significant cooperation with other elements of DoD as well as entire paradigm shifts for the American public as a whole.  While their consideration is encouraged, it is recognized that they do not address the near term issues.

SUMMARY 


Many functions currently executed by active duty and federal security personnel could be contracted out once changes to Title X are enacted.  This would remove the training and hiring burden from the government while allowing for greater flexibility by installation commanders to tailor to specific base requirements. However, there remain several issues with the reliability, availability, and scalability of contractor security forces that need to be addressed. 


This paper has identified several options beyond simply outsourcing our physical security as well as compiling a list of factors that need to be addressed in the decision making process.  The exact solution to this problem cannot be determined without a detailed Business Case Analysis of the various options.  The correct option will likely be a combination of the various options, such as incorporating evolving advances in security technology with unarmed contractor personnel with armed military or GS personnel over-watches.  



















































































































































































































































































































































































































































































































� Programming & Budgeting Information System (PBIS) run dated 9 Jan 2004.
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