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Executive Summary

Radio Frequency Identification (RFID) is an Automatic Data Capture (ADC) technology that uses radio-frequency waves to transfer data between a reader and a movable item to identify, categorize, and track its progress through the supply chain from vendor to user.  The Department of Defense (DoD) has mandated the use of RFID on all items purchased starting in fiscal year 2005.  This paper will summarize the current state of DoD RFID policy development and implementation, the current state of RFID technology, and make recommendations for field optimization of RFID use in all levels of the logistics management chain.
INTRODUCTION

The existing military logistics system does not provide a high level of control, identification, and visibility throughout the entire supply chain from vendor to user.  This condition has two major impacts on war fighter readiness.  First, materiel and equipment are lost in the supply chain because they get misrouted, misplaced, or misused and therefore never reach their intended user.  Second, as a result of the first impact, the inventory levels that are required to provide the necessary level of service to the war fighter are higher than otherwise needed, diverting scarce funds that might otherwise be used to recapitalize military assets or provide other much needed support to the war-fighter.

Radio Frequency Identification (RFID) is an Automatic Data Capture (ADC) technology that uses radio-frequency waves to transfer data between a reader and a movable item to identify, categorize, and track its progress through the supply chain from vendor to user.  The Department of Defense (DoD) has mandated the use of RFID on all items purchased starting in fiscal year 2005.  This paper will summarize the current state of DoD RFID policy development and implementation, the current state of RFID technology, and make recommendations for field optimization of RFID use in all levels of the logistics management chain.

CURRENT ENVIRONMENT

The existing military logistics system does not provide sufficient real-time information on what supply items are on-hand at various stages in the supply chain.  Additionally, the current logistics management policies focus solely on tracking location, not on process optimization.  These conditions allow for the following to occur:

· Logistics shipments become lost, stolen, or misdirected

· Excessive funds are wasted ordering replacement materiel and/or surge quantities of materiel

This situation is further exacerbated by the fact that:

· No tools are provided to allow for continuous system improvement

· The current system relies on human intervention in order to determine the actions required to correct logistics inventory shortfalls and imbalances.

State of the art Supply Chain Management Systems (SCMS) implemented by very large-scale commercial operations typically utilize Point of Sale (POS) data from large retailers for demand forecasting and production scheduling.  When supporting military units in the field, analogous end-user (“consumer”) data has been neither timely nor detailed.  The implementation of a DoD RFID-based SCMS, as part of the DoD Enterprise Business Architecture, will provide real-time “consumer” data to DLA and related activities.  This, in turn, will enable DLA to mitigate the “bullwhip effect”
 in its reordering and resupply processes, greatly reducing excess inventory and reducing stock-outs (non-availability of logistic support items).  The net result to the warfighter will be increased operational availability and combat effectiveness.

Operation Iraqi Freedom Lessons Learned

Operational logistics data from Operation Iraqi Freedom (OIF) has provided a quantitative assessment of the efficiency gains – the cost of quality – of the proposed RFID-centered logistics system.  The Defense Logistics Agency (DLA) determined that $19.1B of the $28B that DoD allocated for Iraqi operations was spent on operating costs and transportation fees.  DLA and field activities also reported significant value lost due to process inefficiencies that would be mitigated by implementation of an RFID-based logistics system.

OIF required the movement of large numbers of personnel and equipment over long distances into a hostile environment involving harsh desert conditions.  There were substantial logistics support problems in the OIF theater and inadequate visibility over all equipment and supplies transported to, within, and from the theater of operations in support of OIF.

There was insufficient real-time information on supply items on-hand at a specific forward-deployed location.  For example, there was an accumulation at a distribution center in Kuwait of hundreds of pallets, containers, and boxes of excess supplies and equipment shipped from units redeploying from Iraq without the required content descriptions and shipping documentation.

Specific issues discussed in the December 18, 2003 GAO report include:  

· Discrepancy of $1.2B between the amount of materiel shipped to Army activities in theater of operations and amount of materiel received.

· Backlogs of hundreds of pallets and containers of materiel at various distribution points due to transportation constraints and inadequate asset visibility.

· Excessive funds wasted on ordering replacement materiel and/or surge quantities of materiel, duplication of many requisitions, and circumvention of the supply system.  The potential cost to DoD was millions of dollars for late fees on leased containers or replacement of DoD-owned containers due to distribution backlogs or losses.

· Human intervention necessary in order to determine the actions required to correct logistics inventory shortfalls and imbalances.  Vehicles were cannibalized  (e.g. tires, tank track, helicopter spare parts, radio batteries) to make up for shortages of spare or repair parts needed by deployed forces and potential reduction of equipment readiness due to unavailability of parts 

DEPARTMENT OF DEFENSE POLICY ON RFID

The Undersecretary of Defense for Acquisition Technology & Logistics (USD (AT&L)) has issued two policy statements establishing primary program objectives, describing the major benefits of using RFID, and defining the implementation strategy.

Objectives and Benefits

There are three primary RFID objectives established by USD: 1) DoD components will continue maximum effort to immediately implement and expand the use of active RFID currently employed in the operation environment, 2) DoD components will plan for a January 1, 2005 implementation of passive RFID on all items in the supply chain down to the item/case/pallet level, and 3) DoD components will establish initial capability to read RFID tags at key sites in the logistics chain by January 1, 2005.

The implementation of RFID will greatly improve data quality, item management, asset visibility, and maintenance of materiel.  Additionally, RFID recorded events will be used as transactions of record within maintenance and supply automated information systems. RFID also supports DoD policy for Unique Identification (UID) and facilitates use of UID to identify materiel across all logistics functional area.

Implementation Strategy

USD (AT&L) has published initial business rules for implementing both passive and active RFID, which will be discussed briefly later in this paper.  Additionally, the following responsibilities have been assigned within DoD:

· The Deputy Under Secretary of Defense for Logistics and Materiel Readiness (DUSD(L&MR)) has been tasked with preparing a proposed rule for publication in the Federal Register by May 2004 requiring RFID tagging at the case, pallet, and UID item packaging level for all new solicitations issued after October 1, 2004 for materiel delivered on or after January 1, 2005

· The Assistant Deputy Undersecretary of Defense for Logistics Systems Management (ADUSD (LSM)) has been assigned responsibility for integration of RFID data into DoD’s Business Enterprise Architecture and is expected to propose an implementation plan by March 2004

· The U.S. Army’s Program Executive Officer for Enterprise Information Systems (PEO-EIS) has been assigned as the cognizant PEO and will establish a multi-award mechanism to procure Electronic Product Code (EPC) compliant technology

· The Defense Logistics Agency (DLA) is the procurement activity and single manager for all active RFID tags

· DoD users will develop internal active RFID operations and implementing procedures by July 1, 2004 to ensure total interoperability and standardize implementation throughout their organizations

DoD RFID Implementation Integrated Product Team (IPT)

An RFID Integrated Process Team (IPT) has been established within USD (AT&L) and is chaired by the Assistant Deputy Undersecretary of Defense for Supply Chain Integration (ADUSD (SCI)).  The IPT has been tasked with completing the following tasks and resolve the remaining issues outlined below:

· Finalize DoD requirements for EPC use by March 2004

· Finalize passive technical specifications (tags and infrastructure) by March 2004

· Identify RFID budget requirements by March 2004

· Conduct a second DoD RFID Summit for Industry by April 2004

· Publish proposed Defense Federal Acquisition Regulation Supplement (DFARS) Rule for passive RFID tags at point of origin by May 2004

· Complete an analysis of initial pilot projects with lessons learned by June 2004

· Complete an analysis of applicable regulations and other requirements by June 2004

· Provide final policy and implementation strategy by July 2004

· Implement passive RFID contract schedule by August 2004

· Develop education and training plan by September 2004

· Issue final DFARS rule effective October 1, 2004 by September 2004

DoD Business Rules for Active RFID

USD (AT&L) has established initial business rules for the use of active RFID.  These rules are to be implemented immediately to meet Combatant Command Asset Visibility requirements and are summarized below:

· All Layer 4 Freight Containers (20/40 foot sea vans, large engine containers), 463L air pallets, major organizational equipment, and War Reserve Materiel (WRM) must have active data rich RFID tags applied at the point of origin

· U.S. Transportation Command (TRANSCOM) ensure designated strategic aerial ports and seaports have RFID equipment necessary to meet asset visibility requirements

· Military Departments and Combat Support Agencies have sufficient RFID equipment to necessary to meet asset visibility requirements and are fully integrated into existing and future logistics automated information systems

· Implementation costs are funded out of existing Operations & Maintenance, Navy (O&M,N) or Navy Working Capital (NWC) funding

· The DLA automated wholesale management system will provide tags through existing supply channels.  Tags are to be returned to DLA after use for refurbishment and reuse

DoD Business Rules for Passive RFID

USD (AT&L) has established initial business rules for passive RFID.  These rules go into effect commencing January 1, 2005 for all materiel purchased by DoD and are summarized below:

· Cases/warehouse pallets of materiel (except bulk commodities such as sand, gravel, or liquids) will be tagged at the point of origin (manufacturer/vendor) with passive RFID tags at the case/pallet level (2nd level packaging)

· DoD sites where materiel is associated into cases/warehouse pallets will tag these materiel and supplies with an appropriated passive RFID tag at the case/pallet level (2nd level packaging) prior to further trans-shipment to follow-on DoD organizations, Agencies, or Services

· The Defense Logistics Agency will ensure the strategic distribution centers at San Joaquin, CA and Susquehanna, PA are passive RFID enabled by January 2005

· All items that require a Unique Identification (UID), and items specified by the procuring activity, will be tagged on the item packaging at origin (manufacturer/vendor) with a passive RFID tag

TECHNICAL DATA ON RADIO FREQUENCY IDENTIFICATION

Radio Frequency Identification technology allows a user to encode information onto a microchip that can be attached to an item for tracking, identification or data gathering purposes.  This information can then be retrieved at a distance using a radio frequency (RF) interrogation device (or reader).  The microchip combined with an RF interrogation/response capability is known as an RFID tag.  There are essentially two types of RFID tags: Active and Passive.

Active RFID tags are powered by a self-contained battery, whereas passive RFID tags are powered by the RF reader.  The RF reader is used to read both types of RFID tags by transmitting an RF signal (neither the Active nor the Passive RFID tag requires direct contact with the RF interrogator).  The Active RFID tag receives the signal and then responds using it’s own internal power.  The Passive RFID tag receives the interrogator signal and either:

· Modifies and reflects the energy from the reader or,

· Absorbs and temporarily stores some of the energy received from the reader to generate its own response.

The different ways of powering the two types of RFID tags (external RF energy vs. internal battery energy) drive many of the important characteristic differences between these types of tags.  These differences include:

· Active RFID can be read at significantly greater ranges than Passive RFID (100m or more vs. 3m or less).

· Active RFID has greater read/write memory capability (128 K bytes vs. 128 bytes).

· Active RFID can implement sophisticated data search and access capabilities.

· Active RFID can continuously monitor the environment and store time-indexed data.

· Active RFID requires less signal strength from the reader (~4000 times less).

· A single Active RFID reader can collect thousands of tags over a 7 acre area while a single Passive RFID reader can collect up to a few hundred tags within 3 m.

· A single Active RFID reader can collect 20 tags moving in excess of 100 mph while a single Passive RFID reader can collect 20 tags moving at 3 mph or slower.

The different characteristics of Active and Passive RFID suggest a complementary relationship between the two.  Passive RFID may be more appropriately applied where limited functionality is required and process can be rigidly controlled (as with items passing on a conveyer belt.  Active RFID may be more appropriately applied where the converse is true (as with many shipping containers located in a storage yard).  Active RFID can provide an additional degree of functionality in situations such as environmental monitoring (and if necessary independent reporting) or active detection of tampering.

Ubiquitous implementation of RFID technology within the supply chain will involve a significant investment. Currently, a single Active RFID tag costs ~$100.00 whereas a single Passive RFID tag costs ~ $1.00.  However, by the end of 2005, a Passive RFID tag is projected to cost about 3 ½ cents.
  RFID has its technological challenges as well; failure rates of 20% to 30% are typical.

CONCLUSION

RFID will provide the technological advance needed to transform the existing DoD logistics system into one that is much more efficient, effective, and less costly.  Total visibility throughout the supply chain will mitigate the “bullwhip effect”, greatly reducing excess inventories and stock-outs at all levels in the chain.  The savings in terms of reduced losses, reduced inventory, and greater materiel accountability will more than offset the costs to implement the new technology in the long run. Even more savings will be realized through the reengineering of key processes in order to use RFID.  The reader must be careful, however, not to assume that all these benefits will be realized over the short term.  RFID is still an emerging technology that, although shows great promise, is not fully developed to the point where complete implementation is cost effective or even totally reliable.  DoD is leading the way along with major retailers like Wal-Mart in implementing RFID and there will be set backs along with the victories.  However, there are still many questions that need to be answered.  DoD still needs to establish the final policy followed by each Component and individual command doing the same.  Standards must be established, training conducted, funding requirements filled, and integration with existing information systems completed before RFID can be fully implemented.

RECOMMENDATIONS

RFID will affect all units within DoD.  Every activity that uses or relies on any part of the DoD logistics systems will need to fully understand the DoD policy on RFID, ensure that RFID is used on all locally procured items, and be capable of reading both active and passive RFID tags.  Stakeholders should monitor the RFID IPT for changes in policy and implementation.  They will also need to be able to answer the following questions as they apply to their particular situation:

· What are the end user or supplier requirements in the logistics chain

· How will their existing systems interface with the DoD’s existing Business Enterprise Architecture and the new RFID hardware (collectively referred to as RFID/BEA)

· What infrastructure will be needed at their locations to fully support RFID

· What training will be needed to support rollout of RFID/BEA

· What funding will be needed beyond FY2005 for RFID/BEA
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�  The Bull Whip Effect is a condition in which the variability of the order quantities of an item are amplified in magnitude as the order is transmitted up the supply chain from user to producer.  The major causes are demand forecast updating, order batching, rationing or shortage gaming, and price fluctuation which typically results in order quantities growing to be well in excess of the end-user demand.


�  GAO Report re: Operation Iraqi Freedom.  December 18, 2003.


�  Memorandum from Under Secretary of Defense on Radio Frequency Policy dated October 2, 2003 and February 20, 2004


�  “Part 1: Active and Passive RFID: Two Distinct, But Complementary, Technologies for Real-Time Supply Chain Visibility”, Q.E.D Systems, date unknown.


�  “Trends: RFID: From Just-In-Time to Real Time.”  By Mark Roberti.  Ziff-Davis CIO Insight (internet resource).  April 12, 2002.  http://www.cioinsight.com/article2/0,1397,1456495,00.asp.
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